Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to a penalty for failing to comply with a collection of information if it does not display a currently valid OMB control number.
INFORMATION TECHNOLOGY CHALLENGES FACING THE STRATEGIC LEADERS OF HOMELAND SECURITY IN THE 21ST CENTURY
In war while everything is simple, even the simplest thing is difficult. Clausewitz In July 2002, the Office of Homeland Security issued the National Strategy for Homeland Security. The purpose was to mobilize and organize the nation to secure the United States from terrorists attacks. It also identified six mission areas of protection (intelligence and warning, border and transportation security, domestic counter terrorism, protecting critical infrastructure, defending against catastrophic threats, and emergency preparedness and response).
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Strategy for Homeland Security has made it clear that more money spent does not equate to more security earned because terrorist activities continue to this day. Information Technology (IT) will be the enabler that the Department of Homeland Security (DHS) intends to use to meet full functionality in the six mission areas of protection. This paper provides various guidelines and ideas to assist the strategic leaders in the DHS to provide a future information technology infrastructure that supports programs for homeland safety and security.
The strategic leaders of DHS face a daunting task for the next 10-20 years. There is no method for prioritizing the challenges that will provide a roadmap for success in the immediate future. This paper can only give an overview of guidance for the strategic leader and provide assistance with various recommendations. Offering any type of roadmap for DHS strategic leaders could result in misdirection that might hamper progress. For example, a roadmap could provide for specific focal areas that don't necessarily improve overall security within the homeland. Strategic leaders must maintain an open mind receptive to new ideas and new conceptual directions. I believe that the atmosphere for strategic leaders within DHS will be volatile and uncertain for at least the next 20 years or longer, depending on future terrorist levels.
DHS strategic leaders must continually look into the future for Information Technology capabilities being developed. For instance, if General Lee had had email capability during the battle of Gettysburg, the results might have been significantly different. The leadership at DHS will have to gain, and maintain, a competitive advantage over any future homeland security threats. In order for strategic leaders at DHS to maintain the competitive edge over time, specific IT challenges must be identified, addressed and solved. The IT linked challenges are cultural change, systems integration, knowledge management, decision-making , and telecommunications . It is my argument that by having positive control of these 5 challenging areas, DHS can successfully maintain an efficient and effective organization that will provide a protective wall between terrorist activities and the homeland of the United States. Cultural change will be a constant resistive force facing the current DHS leadership. Combining 22 organizations which have different cultures into the Department of Homeland Security will result in atmospheres that will be riddled with "resistance to change" personalities. I believe that organizations develop a cultural behavior by the influences of their management and by their mission goals, which over time become embedded in the attitudes of the personnel.
These embedded attitudes are important because they are the cultural differences that leadership will need to change to make DHS a more efficient organization.
The strategic leaders of DHS will encounter these resistances on a daily basis and in the foreseeable future. One of the hardest challenges will be implementation of changes impacting the cultural environment. In a recent study on homeland security, the Government Accounting Office (GAO) found that no level of government thought that the information sharing process for homeland security was effective. 2 This report found that information on threats, methods, and techniques of terrorists is not routinely shared with the various levels of homeland security because of cultural resistance to providing information to other agencies.
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Although it is necessary to have different systems serving many different functions, DHS will find highly effective functional advantages to combining many of their systems through integration. For example, integrating their many systems into a centralized database that lists names of all terrorist suspects would be beneficial at the federal, state, and local level. Of course, whenever integration takes place, there is always a consolidation of functions and systems affecting several areas. The leadership of DHS will need to determine what levels of systems require integration and if it is cost effective.
In conjunction with system integration, the DHS will need to develop a process to systematically, and actively, manage the knowledge base within their consolidated organizations. Managing this knowledge must include the domains of structured internal knowledge, external knowledge, and informal internal knowledge. 4 If designed properly, DHS can gather any internal knowledge from their personnel and databases, at the same time relevant external information is being processed from their outside sources. Informal internal knowledge is often called tacit knowledge, is usually poorly documented, and resides in the expertise and experience of individual employees.
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Developing decision-making systems will remain a challenging aspect for the DHS.
Information technology will help strategic leaders communicate management decisions. A major remaining challenge will be the method used to prioritize decisions based upon captured information. Managing this knowledge will be critical to the mission of DHS and could reap benefits very advantageous in the war on terrorism. For example, using a risk-based scoring system by which DHS can assess the threat or risk posed by a suspected terrorist or individual getting on a specific flight could be beneficial to the Global War on Terrorism.
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CULTURAL CHANGE
Prior to the events of September 11, 2001, the U.S. Army War College Strategic Studies
Institute sponsored a major conference that examined what the Department of Defense must do to insure domestic tranquility, and provide for the common defense, given the increasing threats to the U.S. homeland. 7 The main theme that was scattered throughout the strategic level presentations was the many cultural challenges facing the various levels of government.
Combining Until another generation of workers infiltrates the cultural biases of DHS, the cultural difference within the various DHS organizations will continue to produce different leadership agendas. In most cases, I believe older, more senior, leaders will resist new ideas and changes and become barriers themselves hampering the progress of any changes. Strategic leaders at DHS must realize that their territories have cultural barriers and that they must assist in modifying these barriers within their respective areas of responsibility as soon as they can. In reference to information technology, the cultural differences can also affect the way organizations intend to use the capabilities of their information technology or not use it. For example, Japanese organizations use fax capabilities extensively and have been reluctant to take advantage of e-mail capabilities, believing that e-mail is poorly suited for intra-group communication. 10 I would venture to say that within the Department of Homeland Security, there are hundreds of processes that use a microcomputer to produce a product, which is then faxed to another area that takes the facsimile and re-types the same information into another microcomputer. There are many of these kinds of cultural barrier surrounding the processes within any organization and they are not easily overcome. For example, officials at the National Emergency Management Association, which represents state and local emergency management personnel, stated that they continue to have problems receiving critical intelligence information from DHS and that this has hampered their ability to help pre-empt terrorists before they strike.
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In order to adopt the kinds of strategic systems useful to DHS, changes will be required in mission goals, relationships with stakeholders, internal operations, and the information architecture. These changes will have an affect on the social and technical elements within the various organizations and are referred to, in most technical circles, as strategic transitions. 12 Basically, it is the changes and movement between levels of the socio-technical systems within an organization. In a socio-technical perspective, the performance of a system is optimized when both the technology and the organization mutually adjust to one another until a satisfactory fit is obtained. 13 How much socio-technical change occurs depends on the specific circumstances. There is a clear relationship between the DHS and the internal structure of the combined organizations. As DHS moves to make information systems part of the overall strategy, the internal structure must also change to reflect the new developments. There will be a requirement to redesign various organizational processes to make effective use of the information technology systems.
In order for DHS to be successful in meeting their mission requirements, the barriers that block the sharing of data across functions must be overcome at all levels. The personnel within the various departments, divisions, sections, and work areas must work together closely to share information among operations, services, and security functions. The Government Accounting Office (GAO) reported in August 2003 that overall "no level of government perceived the information sharing process as effective, particularly when sharing information with federal agencies".
14 Information on threats, methods, and techniques of terrorists is not routinely shared and the information that is shared is not perceived as timely, accurate, or relevant.
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The GAO report also revealed that federal officials have not yet established comprehensive processes and procedures to promote sharing. Federal representatives said that state and city officials had no way to secure and protect classified information, lacked federal security clearances, and integrated databases, all of which hampered their ability to share information.
With the increased importance on homeland security, how can this continue to happen?
Personally, I believe there is a cultural resistance within DHS that directly resists process changes required. In order to provide for an effectively managed DHS, leaders need to maintain open minds and review processes related to information sharing at all levels. After review, there will be many recommended improvements that will require redesigning work processes numerous times to continually improve the overall communications and sharing of data at all levels (federal, state, city, county). Other organizational changes may be required as well. For example, the standard operating procedures within DHS may need to be redesigned so that data is shared internally amongst the appropriate functional areas.
Subject matter experts are critical to changing any of the DHS processes. Subject matter experts are those employees that are resident experts within their functional areas. First, however, you must have wide acceptance by these experts. The majority of the DHS employees have vested interests in improving the homeland security capability of the United States. They have to be convinced to look at their own processes and be willing to experiment to improve them. Their vested interests revolves around having a safe and secure environment in which to work, live, and raise their families. It is human nature to resist change, but once convinced there is a better way people quickly add their inputs to the overall improvement process.
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SYSTEMS INTEGRATION
Hardware, software, and telecommunications pose special technical challenges within DHS. The major hardware challenge will be finding some way to standardize the organizations computer hardware platform when there is so much variation from operating unit to operating unit and from state and local areas. The leaders need to think carefully about where to locate the organization's computer centers and how to select hardware suppliers. The major software challenge is finding applications that are user friendly and enhance the productivity of the work teams. 17 A major telecommunications challenge is making data flow seamlessly across networks shaped by disparate mission statements. 18 Overcoming these challenges requires that the DHS ensure their systems integration and connectivity plan is developed for a national level capability. According to a recent GAO report, the Federal Bureau of Investigation (FBI) still lacks an IT strategy for modernizing its IT systems because the agency has not made such a strategy a priority. In their report, GAO states that research has shown that to modernize an IT environment, it requires development of a well-defined and enforceable enterprise architecture plan.
The development of national information system infrastructures based on the concept of core mission systems raises questions about how the newer core systems will fit in with the existing suite of applications developed throughout the various areas of DHS. The goal will be to develop national, distributed, and integrated systems. 19 The correct solution often will depend on the DHS history of the organization's systems and the extent of commitment to legacy systems. For example, finance and budget systems have relied on IBM proprietary equipment and architectures. It is difficult and costly to abandon that equipment and software.
Newer DHS functional areas may find it easier to adopt UNIX-based systems which are more cost effective in the long run, provide more power at a cheaper price, and have options for future expansion. 20 After the leaders chose a hardware platform, the question of standards must be Compatible hardware and communications provide a platform but do not necessarily give the functional capabilities required for the organization. 22 For example, the organization could put a budgeting module in place that gives everyone within the comptroller function the required information but does not provide the information to the functional manager or the executive offices. The strategic leaders of DHS must ensure that their infrastructure is designed so the entire enterprise has access to required information. Critical to this process is choosing appropriate software that has the capability of developing a national core infrastructure. The development of core systems with effective software poses unique challenges for the DHS.
How will the older systems interface with the new systems? Entirely new software interfaces must be built and tested if the older systems are to be kept in place at local areas. These interfaces can be costly and messy to build. If new software must be created, another challenge is to build it so that it can be used by multiple DHS areas from different locations at the national level. In addition to integrating the new with the old systems, there are also problems with human interface design and functionality of the systems. For example, to be truly useful for enhancing the processes of DHS, software interfaces must be easily understood and mastered. Graphical user interfaces are ideal assuming that English will be the standard language. 23 The majority of managers within organizations are trained to manage specific functions related to their mission statement or tasking. 24 My opinion and past experience has shown that managers and planners for information technology operations are rarely trained or involved with the concept of optimizing the performance of their organizational enterprise. Taking the DHS into an enterprise system concept of operation of their information technology will require that DHS strategic leadership direct their managers to take a much larger view of their roles within the entire organization. To be successful in developing a plan for integration of all DHS systems, the organizations must work together for a common goal. The investment to migrate any organization into an enterprise system is costly and normally takes a long period of time to accomplish. 25 The leaders of DHS need to take this into account as they make management decisions and also include their functional managers in the design of the shared, enterprise vision.
In the majority of organizations the typical design, within the functional areas, has separate systems supporting single application processes. 26 This is the case within DHS and requires that a review be made to consolidate processes that are duplicated within the various different organizations. For example, there is duplication of systems and efforts within the financial and logistics support areas of the agencies consolidated under DHS.
A specific area that must receive special emphasis from the DHS strategic leadership is the overall security of the IT infrastructure. The DHS Secretary Tom Ridge recently announced that DHS is providing an information network that will be expanded to link every state and major urban area to federal officials by fall of 2004. 27 This national information network will be expanded to provide classified information up to the "secret level" by using the current DoD The office was charged with responsibilities that included coordinating threat and intelligence information. When the Strategy for Homeland Security was issued it was "national" in scope to include federal agencies, states, localities, and private-sector entities. 32 Currently, the United
States does not have a system for identifying who has overstayed their visa, nor an effective ability to identify and locate visitors who may pose a security threat. Recently, the INS implemented a system, which uses biometric information to identify travelers entering and exiting the country. 33 Information captured with this biometric identification system needs to be shared amongst appropriate levels of the homeland security program. This system is an example of the many information technology capabilities that are available today which can be interfaced with other systems that contain vital information for homeland security. Another system that could be interconnected would be the Department of Justice Regional Information Security System (RISS) as well as other law enforcement programs. These various systems could be used to transmit photos, maps, and vast amounts of data from open sources to include articles from foreign newspapers.
Putting this type of information into databases that can be maintained, as well as searched, will provide a knowledge capability that can be managed at the appropriate levels within the Department of Homeland Security. Another aspect that the strategic leaders of DHS must consider is the sharing of their systems with authorized private sector entities. For example, businesses that provide technical equipment and/or services that could be used by terrorist cells need access to this information. Giving them access to the data would provide a method to check terrorist activities or suspects prior to selling high-risk items. There are several businesses in Florida that provided private pilot lessons that could have verified personal information or confirmed that individuals are authorized to receive this type of educational service. The senior leadership at DHS should ensure that federal systems are available to be utilized by the private sector and even foreign countries for verification. Providing this capability could prevent future terrorist events from happening.
Although information technology within the United States is the most advanced in the world, our country's systems cannot support the management of knowledge for the missions assigned to the Department of Homeland Security. 34 Much of the needed information exists in disparate databases scattered among federal, state, and local entities. In many cases, the information cannot be shared across the same level of government or between federal, state, and local governments. The databases used for law enforcement, immigration, intelligence, and public health surveillance have not been connected in ways that allow us to recognize informational gaps. 35 As a result, government agencies have not been able to share terrorist information such as the terrorist watch lists with other agencies. This causes mistakes that continue to occur with visa applications and border controls checking against the watch lists.
The strategic leaders of DHS must make this management of knowledge capability a critical mission requirement.
The collection of information on terrorist activities within the United States is important and could be enhanced by providing the local law enforcement agencies with a capability to input their information into a central database. Local law enforcement efforts include documenting any encounter with individuals. Providing a method for local law enforcement agencies to input their data would enhance the overall information gathering capabilities of DHS.
A strategic asset of DHS is the knowledge that they obtain from all sources and the centralization of this information into an easily accessible database. Managing this asset is a complex operation and will require that DHS manipulate information, review social relations, scan personal knowledge, and track specific individual skills simultaneously and in real time.
Managing knowledge must be an attribute of DHS that can then be exported to sister agencies.
Maintaining a knowledge based DHS has important consequences for how the organization is managed and how their information technology is utilized. The strategic leaders of DHS should be focused on gathering, acquiring, storing, and dissemination of information and knowledge. At the same time, DHS must emphasize the importance of building new knowledge into the organization. Maintaining teams of subject matter experts becomes important in this process because problem solving often requires the input of many people who work in the functional areas. DHS strategic leaders should include in their long-range strategies, procedures which focus on strengthening its core knowledge competencies and building the DHS knowledge base.
DECISION-MAKING
Decision-making will be one of the more challenging roles for the DHS. Information technology has helped leaders communicate and distribute information, but it has provided only limited assistance for management of decision-making. 36 Within each of the levels of decisionmaking, decisions can be either programmed or non-programmed. Rational models of decision-making assume that individuals can accurately choose alternatives and consequences are based on the priority of their mission requirements and goals. 37 Behavioral research has revealed that individuals appear to muddle through decisions in a logical order or they select alternatives by their specific style and frame of reference. If information systems are configured properly, they can support individual and organizational decision-making. Information systems have been helpful in performing informational and decisional roles. 38 These same systems can be made to be less formal and could be useful in the decision-making process within DHS. The design of the systems must be able to accommodate high flexibility as well as tailored to the environment. Middle managers and senior managers at DHS can use management information systems (MIS) and executive support systems (ESS) to monitor day-to-day operations at any level of detail needed. Decision-support systems (DSS) and ESS do not necessarily guarantee more accurate and predictive forecasting. This form of decision-making relies on many factors such as the skill of the manager. 39 The DHS strategic leaders can also use decision-making information systems to give managers and employees more responsibility and decision-making power. Electronic mail, and other network-based forms of communication can enable DHS leaders to broaden their span of control and manage lower level organizations. Group communication VTC provides a capability to establish and manage flexible work groups and short-term task forces around the United
States thus quickly bringing the right mix of skills to bear regardless of mission requirement. 40 Information as well as direction can be rapidly distributed to employees at local levels who can act independently.
TELECOMMUNICATIONS
As stated by Governor Ridge on November 27, 2001 at the Homeland Security and Defense Conference, one of the things that will make the missions of Homeland Security easier will be the infusion of technology. A significant investment this country will have to make is equipping some of the DHS agencies with more advance telecommunications. Harnessing the telecommunications capabilities of DHS into a single high-speed digital telecommunication network will be an expensive but necessary venture for DHS.
Communication amongst the many DHS geographically dispersed sites will require an effective real-time infrastructure. DHS must have their telecommunications interlinked to perform the many functions required and must maintain a secure environment protecting it from the commercial Internet. The insecurity of the commercial Internet will require that DHS include protective equipment (firewalls, intrusion detection systems) within their infrastructure design to protect their resources.
CONCLUSION
It is obvious that the strategic leaders of Department of Homeland Security will face daunting tasks in the future years. If the nation intends to win the war on terrorism, DHS will have to continue to make changes and overcome cultural differences within the organization to maintain a tactical edge and accommodate future antiterrorist initiatives. It is evident that technological advances are going to significantly change the capabilities of DHS. To increase the effectiveness and maintain credibility within DHS, decisive action is required on the part of the strategic leadership DHS must continue to upgrade the national detection and deterrence capabilities so that the confidence of our leaders and citizens can remain strong.
DHS must find ways to develop systems, which will manage gathered information and knowledge while supporting all aspects of homeland security. This will be a painstaking process taking several approaches and will have to be continually monitored for modifications. Decisionmaking has to be automated so it encompasses each specific implication that could be encountered by DHS.
The strategic leaders of DHS are encountering an enormous challenge in reorganizing and integrating 22 disparate agencies with nearly 180,000 employees into four mission organizations. It is my argument that by having positive control of the five (5) challenging areas of cultural change, systems integration, knowledge management, decision-making , and telecommunications , DHS can successfully maintain an efficient and effective organization that will provide a protective wall between terrorist activities and the homeland of the United States.
Due to my past experience, I believe it is best that DHS use the expertise of outside consultants to develop a plan to overcome any cultural barriers and to integrate their systems. I believe that DHS has the expertise internally to solve any problems with knowledge management and their decision-making. I would recommend the DHS use the existing DoD telecommunications infrastructure to deploy their national information network.
This overall challenge presents an opportunity for DHS to become the model of management excellence for IT resources while effectively winning the battle against terrorism.
To succeed in their mission, leaders of the new department must change the culture of many agencies, directing all of them toward the principal objective of protecting the American people President George W. Bush WORD COUNT=4868
